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Agenda Data privacy and security trends 

Introducing Advanced Data Privacy and Protection

Key capabilities included 

Roadmap 



81%
of customers refuse to do 
business with a brand they 
don’t trust

Gartner 2022

Trust is the cornerstone of customer relationships

https://www.gartner.com/document/3986430?ref=solrAll&refval=374341935&


DATA BREACHES

RISING CONSUMER 
PRIVACY DEMANDS

Companies are struggling to build 
trust in a changing data privacy and 

security landscape

INCREASED THREATS

EXPANDING 
LEGISLATION AND 

REGULATION



INDUSTRY AND SECURITY 
COMPLIANCE

Zendesk has always provided trusted CX

CCP
A27018 27701

  Authentication and password options
  Multiple SSO options and native MFA
  Role-based access controls
  Granular permissions
  IP restrictions
  Session management and device tracking

IDENTITY AND ACCESS 
MANAGEMENT

Encryption of data at rest
Encryption of data in transit
Opportunistic email encryption

ENCRYPTION

Malware scanning
SIEM integrations

THREAT MANAGEMENT 
& MONITORING

Transparent uptime + guarantees available
Redundancy
Disaster recovery

BUSINESS RESILIENCE

Audit log
Ticket log
Change log

AUDITABILTY

Data deletion
Data locality

Credit card redaction
Manual redaction

DATA MANAGEMENT

DATA PRIVACY 
FRAMEWORK
PROGRAM

Certifications 
and Seals

Product 
offering

HIPAA
-enabled

HDS



Maintaining strict internal 
security and privacy policies

Operating in regulated 
industries

Managing large amounts of 
personal data 

And some companies 
face even greater data 
privacy challenges

Operating in regulated regions



Advanced Data Privacy & Protection 

Deliver the most trusted CX 

Safeguard your business with stronger encryption 
by controlling the key for personal data

Elevate customer privacy by specifying what data 
you show and keep  

Strengthen security at scale with greater visibility 
by logging who accessed and searched for data

Advanced Data Retention Policies



What’s included in our 
Advanced data privacy and protection package

Access log Advanced data 
retention policies

Advanced 
Redaction

Advanced 
Encryption

Data Masking



Drive accountability with a 
detailed record of data access

ACCESS LOG

      Learn more

● Ensure the right agents are viewing customer data 
with an API-based log of access activity

● Log which agents have viewed what data, when, 
and from where for user profiles, tickets and 
searches
 

● Capture and monitor access history for specific 
items or by specific people

Learn moreComplements: Audit Log change record (Suite Enterprise)

LIVE

https://developer.zendesk.com/documentation/apps/?_ga=2.92889245.148949977.1675102469-546427308.1637609176&_gl=1*1hhf2ez*_ga*NTQ2NDI3MzA4LjE2Mzc2MDkxNzY.*_ga_FBP7C61M6Z*MTY3NTE4MzMyNi42OTguMS4xNjc1MTg4ODQ2LjU5LjAuMA..
https://support.zendesk.com/hc/en-us/community/posts/4486825535258-What-is-the-Access-log-API-


https://docs.google.com/file/d/12RmGO3jD0JE9RySw44bkgYT9soU04Obj/preview


Limit the data you keep with 
custom deletion schedules  

ADVANCED DATA RETENTION POLICIES

      Learn more

● Delete the data your business doesn’t need and 
retain the data it does 

● Customize what data is deleted and excluded 
based on conditions you set

● Create multiple data retention policies to fit 
different data types and compliance requirements

Complements: Basic data retention policies 
without customization (all Suite plans)

Initial release: 12/13 
Additional enhancements 

coming in 2024. 

https://developer.zendesk.com/documentation/apps/?_ga=2.92889245.148949977.1675102469-546427308.1637609176&_gl=1*1hhf2ez*_ga*NTQ2NDI3MzA4LjE2Mzc2MDkxNzY.*_ga_FBP7C61M6Z*MTY3NTE4MzMyNi42OTguMS4xNjc1MTg4ODQ2LjU5LjAuMA..


https://docs.google.com/file/d/1JcvFMl4hGpDsEKPjcLxFjvSM69RN6uOC/preview


Easily remove personal data 
from customer conversations   

ADVANCED REDACTION

      

● Automatically highlight personal data with 
customer conversations so agents can easily 
redact it with AI-powered redaction suggestions 

● Redact email, phone, credit card, social security 
number, address and passwords from agent 
conversations 

● Support compliance by eliminating personal data 
that isn’t needed for service

Complements: Automatic credit card redaction (Suite Growth) 

Sensitive Data

Phone: 313-1313

Redacted Data

Data Redaction 
Data is permanently deleted 

from Zendesk 

Phone: ▋▋▋- ▋▋▋▋

GA: H1’24



Minimize what data agents can see 
with granular access control

DATA MASKING

      Learn more

● Enable agents to see the customer data they need 
to and hide the rest    

● Automatically mask names, email, and phone 
numbers in ticket record fields with anonymized 
data 

● Customize which data to mask and reveal based on 
agent role

Sensitive Data

Phone: 313-1313

Front line agent view

Data Masking 
Data stored in Zendesk,  

viewable or hidden 
based on role  

        Phone: ***-****

Team lead view

        Phone: 313-1313

Complements: Custom roles and permissions for 
ticket access (Suite Enterprise)  

EAP: H2’24

https://developer.zendesk.com/documentation/apps/?_ga=2.92889245.148949977.1675102469-546427308.1637609176&_gl=1*1hhf2ez*_ga*NTQ2NDI3MzA4LjE2Mzc2MDkxNzY.*_ga_FBP7C61M6Z*MTY3NTE4MzMyNi42OTguMS4xNjc1MTg4ODQ2LjU5LjAuMA..


Secure your service data with 
self-managed encryption keys

ADVANCED ENCRYPTION

      Learn more

● Ensure customer data stored in Zendesk can’t be 
read by a third party

● Rotate, revoke, and retain ownership of encryption 
keys  

● Strengthen your organization’s data privacy and 
security posture 

Learn moreComplements: At-rest and in-transit 
encryption (All Suite plans)

Bring your own key 
Manage encryption keys in a system 
outside Zendesk and rotate/ revoke 

them at will

GA: H2’24

https://developer.zendesk.com/documentation/apps/?_ga=2.92889245.148949977.1675102469-546427308.1637609176&_gl=1*1hhf2ez*_ga*NTQ2NDI3MzA4LjE2Mzc2MDkxNzY.*_ga_FBP7C61M6Z*MTY3NTE4MzMyNi42OTguMS4xNjc1MTg4ODQ2LjU5LjAuMA..
https://www.zendesk.com/blog/advanced-encryption-zendesk/


Advanced Data Privacy and Protection

Pricing

    $50 / €50 / £45 / R$330
    per-agent per-month 

Eligibility

● Suite Enterprise
● Suite Enterprise Plus
● Support Enterprise
● Support Enterprise (Legacy)





Built for companies that need even greater 
protection  

Advanced Data Privacy and Protection

Included in the Suite Advanced data privacy and 
protection add-on

Audit log

Basic data retention policies

Credit card and manual redaction

Encryption at rest and in transit

Custom roles and permissions

Access log

Advanced data retention policies

Advanced redaction

Advanced encryption

Data masking

NEW!

NEW!NEW!

NEW!

NEW!

NEW!




